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Executive Summary

Lebanon stands at a pivotal moment in its digital transformation journey. Successive
governments have identified digital transformation as a strategic priority for administrative
modernization, economic recovery, and improved public service delivery. At the same time, the
rapid expansion of digital technologies—including artificial intelligence, digital public services,
and data-driven governance—has created new opportunities while raising important challenges
for human rights, democratic governance, and institutional accountability.

This assessment was prepared as the baseline study for the DanChurchAid (DCA) project
“Advancing Human Rights Through Digital Transformation in Lebanon”. Its purpose is to
provide an evidence-based overview of Lebanon's evolving digital landscape, identify the
principal governance and human rights challenges associated with digital transformation, and
propose strategic directions to inform the project's subsequent phases of stakeholder
consultations, policy dialogue, and institutional engagement.

This assessment is not intended as a final policy blueprint. Rather, it provides a common
analytical foundation from which government institutions, Parliament, civil society organizations,
academia, the private sector, development partners, and other stakeholders can engage in
informed dialogue throughout the project. The strategic directions presented in this report are
therefore intended to guide consultation, refinement, and consensus-building rather than
prescribe definitive institutional or legislative solutions.

The study adopts a rights-based governance approach grounded in internationally recognized
principles of legality, transparency, accountability, participation, equality, and non-
discrimination. It combines legal and institutional analysis with comparative research and
evidence gathered through interviews with parliamentarians, government officials, academics,
media professionals, digital experts, and representatives of Lebanese civil society organizations.
Instead of measuring digital transformation solely through technological progress, the
assessment examines how digital policies, institutions, and emerging technologies affect
fundamental rights and democratic governance.

The assessment demonstrates that Lebanon possesses significant assets capable of supporting a
successful digital transformation. These include a highly educated population, a resilient
technology sector, active universities and research institutions, an entrepreneurial culture, and
increasing political recognition of the strategic importance of digital governance. Recent
institutional developments—notably the establishment of the Ministry of State for Technology
and Artificial Intelligence—illustrate a growing commitment to strengthening national leadership
in this field.

At the same time, implementation continues to face persistent structural constraints.
Institutional fragmentation, overlapping mandates, limited coordination, inadequate digital
infrastructure, chronic electricity shortages, uneven internet access, financial constraints, and



shortages of specialized human resources continue to impede progress. While important
legislative and institutional initiatives have been launched, implementation has frequently lagged
behind policy ambition. The assessment therefore concludes that Lebanon's principal challenge
is no longer identifying the reforms required for digital transformation, but implementing them
consistently, sustainably, and in a coordinated manner.

The report further finds that digital transformation should be understood primarily as a
governance reform rather than a technology programme. Technology can improve public
administration, expand access to services, and stimulate economic development, but only if
supported by institutions capable of ensuring transparency, accountability, cybersecurity, legal
certainty, and the protection of individual rights. Throughout the assessment, governance
emerges as the decisive factor in determining whether digital transformation strengthens
democratic development or unintentionally creates new risks for privacy, freedom of expression,
equality, and public trust.

A central finding of the study is the growing importance of comprehensive legal and regulatory
reform. Lebanon has made notable progress through legislation governing electronic
transactions and introducing initial safeguards for personal data protection, while ongoing
parliamentary deliberations on data protection and media legislation demonstrate increasing
recognition of the need to modernize the country's legal framework. Nevertheless, important
gaps remain regarding implementation, regulatory independence, institutional oversight, and
alignment with evolving international standards.

The assessment also highlights the strategic importance of establishing a secure national digital
identity system. Digital identity is presented not merely as a technological innovation but as a
foundational governance reform supporting integrated digital government, improving
administrative efficiency, reducing duplication, strengthening public records, facilitating future
electoral reforms, and simplifying citizens' interactions with public institutions. The report
emphasizes, however, that public confidence in digital identity will ultimately depend on robust
safeguards for privacy, cybersecurity, transparency, accountability, and independent oversight.

Human rights constitute a central theme throughout the assessment. The report examines the
implications of digital transformation for freedom of expression, privacy and personal data
protection, access to information, digital inclusion, equality, media freedom, cybersecurity, and
protection from discrimination. It also considers the implications of online expression, digital
surveillance, algorithmic decision-making, and the growing use of artificial intelligence in public
administration. Across these areas, the assessment concludes that technological innovation must
remain firmly anchored in human rights and democratic governance.

The report also recognizes that digital transformation cannot succeed without addressing digital
inequalities. Significant disparities in internet affordability, digital literacy, accessibility,
educational opportunities, and institutional capacity continue to limit the ability of many
individuals and communities to benefit equally from digital technologies. Bridging these divides



requires sustained investment not only in infrastructure but also in education, accessibility,
public awareness, and inclusive public policies.

Building on these findings, the report proposes a phased strategic roadmap organized around
six interrelated priorities:

e Strengthening institutional leadership and whole-of-government coordination.

e Modernizing the legal and regulatory framework governing digital transformation.

e Building trusted, secure, and interoperable digital public services.

e Promoting digital inclusion and strengthening digital skills.

e Establishing responsible governance frameworks for cybersecurity and artificial intelligence.
e Creating effective monitoring, evaluation, and public accountability mechanisms.

These priorities are presented as strategic directions for future policy development rather than
as a comprehensive implementation programme. They are intended to support the next phase
of the project, during which they will be examined, refined, and enriched through dialogue with
public institutions, Parliament, civil society organizations, the private sector, academic experts,
and development partners.

Ultimately, Lebanon possesses many of the institutional and human resources necessary to
advance digital transformation successfully. Realizing this potential, however, will require
sustained political commitment, effective institutional coordination, adequate investment, legal
modernization, and continued public engagement. Above all, it will require ensuring that digital
transformation strengthens democratic governance and improves the daily lives of citizens while
protecting the rights and freedoms upon which inclusive and accountable government depends.

This assessment marks the beginning rather than the conclusion of a broader policy process. It
provides an evidence-based baseline to support the project's consultations, technical assistance,
policy dialogue, and future recommendations. As stakeholders engage over the coming year, the
findings and strategic directions presented here are intended to evolve through evidence-based
discussion and consensus-building. In doing so, the report seeks to contribute to a digital
transformation that is technologically innovative, institutionally effective, and firmly grounded in
human rights, democratic governance, and the aspirations of all people in Lebanon.

Methodology

The assessment combines desk research, legal and institutional review, stakeholder
consultations, and comparative analysis. It draws on relevant Lebanese legislation, government
strategies and policy documents, institutional materials, research and policy publications, and
international standards relating to digital governance and human rights.



The assessment also incorporates insights gathered through interviews and consultations with a
range of Lebanese stakeholders, including parliamentarians, government officials, academics,
journalists and media professionals, digital and technology experts, private-sector
representatives, and civil society organizations. Their perspectives were used to identify
implementation challenges, institutional gaps, emerging concerns, and areas where further
policy dialogue is required.

The analysis is informed by a rights-based governance framework. It considers digital
transformation not only in terms of technological development and service delivery, but also in
relation to legality, transparency, accountability, participation, equality, non-discrimination,
privacy, freedom of expression, access to information, cybersecurity, and public trust.

Scope and Approach

The assessment focuses on the principal governance and human rights dimensions of Lebanon’s
digital transformation. It does not attempt to provide exhaustive technical assessments of
individual digital systems or a definitive national digital transformation strategy.

As a baseline study conducted at the beginning of a broader project process, its findings and
recommendations are intended to establish a common basis for discussion. The proposed
priorities and roadmap should therefore be regarded as directions for further examination,
consultation, and refinement, rather than as final policy prescriptions.

The assessment is consequently both a snapshot of Lebanon’s current digital transformation
landscape and a starting point for the work that follows. The study was completed and published
on 31 August 2026 and reflects the legal, institutional, and policy developments available up
to that date.



Chapter ONE

Digital Transformation in Lebanon: Progress and Persistent Challenges
1.1 A Transformation Between Ambition and Reality

Lebanon's digital transformation reflects a striking paradox. On the one hand, the country
possesses many of the human and institutional assets needed to build a modern digital economy
and public administration, including a highly educated population, a dynamic private technology
sector, a strong entrepreneurial culture, and considerable expertise in knowledge-based
industries. On the other hand, years of political instability, economic collapse, institutional
fragmentation, and deteriorating public infrastructure have constrained its ability to translate
this potential into coherent and sustainable reform.

Over the past two decades, successive governments have identified digital transformation as a
strategic national priority to modernize public administration, improve service delivery,
strengthen economic competitiveness, and enhance citizens' interaction with public institutions.
Numerous initiatives have sought to expand digital services, improve infrastructure and
connectivity, and establish the legal and institutional foundations needed to support
technological development.

Progress, however, has remained uneven. Policy ambitions have consistently outpaced the
institutional, financial, and technical capacities required for implementation, leaving many
initiatives incomplete, fragmented, or limited in impact. Closing this implementation gap requires
more than sound policies. It depends on reliable infrastructure, affordable connectivity, effective
institutions, adequate technical capacity, coherent regulation, and public trust. Weaknesses
across these interconnected areas continue to constrain both the pace and inclusiveness of
Lebanon's digital transformation.

1.2 The Evolution of Digital Transformation Policies in Lebanon

Lebanon's digital transformation agenda has evolved from early efforts centered on
administrative computerization towards broader objectives encompassing digital governance,
electronic transactions, digital public services, cybersecurity, personal data protection, digital
identity, and, more recently, artificial intelligence.

Despite this policy evolution, implementation has remained constrained by political instability,
shifting government priorities, limited financial resources, institutional fragmentation, and
shortages in technical expertise. These factors have repeatedly disrupted continuity and slowed
long-term reform.

The establishment of the Ministry of State for Technology and Artificial Intelligence (MITAI)
represents the latest stage in Lebanon's institutional evolution. It reflects an intention to
strengthen strategic coordination of digital transformation and prepare public institutions for



emerging technologies, particularly artificial intelligence. As the Ministry remains in its formative
stage, however, its long-term effectiveness will depend on clear institutional mandates, effective
coordination with existing public bodies, adequate resources, and transparent accountability
mechanisms.

1.3 Digital Infrastructure: The Foundation of Transformation

Reliable, accessible, and affordable infrastructure is the foundation of digital transformation. In
Lebanon, persistent weaknesses in energy, telecommunications, and digital infrastructure
remain major barriers to inclusive digital development.

The country's chronic electricity crisis continues to undermine digital modernization. Frequent
power outages, dependence on costly alternative energy sources, and limited network reliability
affect households, businesses, and public institutions alike. Stable electricity remains essential
for digital public services, telecommunications networks, data centres, and government
information systems.

Telecommunications face similar constraints, including slow speeds, relatively high costs, uneven
service quality, and persistent disparities between urban and rural areas that limit access to
digital services. At the same time, the modernization of public administration depends
increasingly on secure government networks, interoperable information systems, reliable data
hosting, and robust cybersecurity. Weaknesses in these foundational components reduce
institutional efficiency and increase operational risks.

These infrastructure challenges are not merely technical. Reliable and affordable digital
connectivity has become an essential enabler of access to information, education, employment,
public services, and civic participation. Deficiencies in digital infrastructure therefore also
represent barriers to the effective enjoyment of rights in an increasingly digital society.

1.4 Digital Transformation and the Question of Inclusion

Digital transformation can improve efficiency, expand opportunities, and increase access to
public services. Without deliberate policies to address existing inequalities, however, it may also
reinforce social and economic exclusion.

In Lebanon, digital inequalities remain evident in access to reliable internet services, affordability
of devices and connectivity, levels of digital literacy, and the capacity of individuals and
institutions to use digital technologies effectively. These disparities disproportionately affect low-
income communities, older persons, persons with disabilities, and populations living outside
major urban centres.

Building an inclusive digital society therefore requires policies that promote affordability,
accessibility, and digital literacy while ensuring that disadvantaged groups are not excluded from
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increasingly digital public services. Strengthening digital education—particularly within the public
education system—should form an integral part of this effort.

1.5 Institutional Landscape: Progress Amid Fragmentation

Lebanon's institutional framework for digital transformation has evolved gradually, with
responsibilities distributed among several ministries, public agencies, and regulatory authorities.
While reflecting the cross-sectoral nature of digital transformation, this arrangement has also
produced overlapping mandates, fragmented decision-making, and uneven implementation.

For many years, the Office of the Minister of State for Administrative Reform (OMSAR) played
the central coordinating role in promoting public sector modernization and digital
transformation, including the preparation of national digital strategies and institutional reform
initiatives. The establishment of MITAI represents an important institutional evolution intended
to strengthen strategic leadership and prepare Lebanon for emerging technologies. Rather than
replacing existing institutions, its effectiveness will depend on close coordination with OMSAR
and other ministries, regulatory authorities, and public agencies responsible for sector-specific
reforms.

Digital transformation is inherently a whole-of-government undertaking requiring institutions to
coordinate policies, exchange information, adopt common technical standards, and deliver
integrated public services. Without effective institutional coordination, even well-designed
strategies risk remaining fragmented or only partially implemented.

A detailed overview of the principal public institutions, regulatory bodies, civil society organizations,
academic institutions, and private sector actors involved in Lebanon's digital transformation ecosystem is
provided in Annex I.

1.6 Public Administration and Digital Readiness

Modernizing public administration lies at the heart of digital transformation. In recent years,
several publicinstitutions have introduced electronic platforms and online procedures to simplify
administrative processes and improve access to public services.

Progress, however, has varied considerably. While some administrations have advanced in
digitizing services, others continue to rely on paper-based procedures, fragmented information
systems, and limited interoperability. Differences in institutional capacity, financial resources,
technical expertise, and organizational culture have resulted in uneven levels of digital readiness
across the public sector.

Among the most significant reforms under consideration is the development of a national Digital
Identity system. If implemented within a secure legal and technical framework, it could become
a cornerstone of public sector modernization by improving access to government services,
strengthening data reliability, reducing duplication, supporting interoperability, and enabling
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future reforms in areas such as taxation, licensing, social protection, and electoral administration.
The initiative illustrates Lebanon's transition from isolated digital services towards integrated
digital government.

The economic crisis has further constrained institutional modernization by reducing public
investment, accelerating the migration of ICT professionals, and limiting the maintenance and
upgrading of government information systems. Strengthening digital government therefore
requires sustained administrative reform, institutional capacity-building, sound data governance,
and effective change management alongside technological investment.

1.7 The Private Sector, Innovation, and Digital Skills

Despite prolonged economic and financial crises, Lebanon continues to benefit from an
innovative private technology sector and a highly skilled workforce. Technology companies,
universities, research centres, start-ups, and entrepreneurs continue to drive innovation and
digital economic activity.

The private sector will therefore remain an essential partner in Lebanon's digital transformation,
contributing not only investment and innovation but also technology transfer, digital skills
development, and public-private partnerships.

Digital transformation also depends on strengthening digital literacy across society. Schools and
universities have a central role in equipping future generations with the skills needed to
participate safely and effectively in an increasingly digital environment. Reducing disparities
between public and private education, together with continuous professional training for public
officials, should remain long-term national priorities.

1.8 Assessing Lebanon's Digital Readiness

Lebanon's digital transformation reflects both meaningful progress and persistent structural
constraints. Successive governments have increasingly recognized digital transformation as a
national priority and launched important institutional, legislative, and policy initiatives. Yet
implementation continues to be constrained by infrastructure deficiencies, institutional
fragmentation, limited financial resources, shortages in technical expertise, and the wider
economic crisis.

Recent institutional developments, including the establishment of the Ministry of State for
Technology and Artificial Intelligence (MITAI), demonstrate renewed political commitment to
digital governance. Their success, however, will ultimately depend on effective implementation,
stronger institutional coordination, and measurable improvements in public administration,
service delivery, and public trust.

Lebanon possesses important strengths—including strong human capital, an innovative private
sector, and growing institutional awareness of the importance of digital transformation. Realizing
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this potential will require sustained investment in digital infrastructure, effective implementation
of legal and policy reforms, and continued commitment to transparency, accountability, and
human rights.

Ultimately, digital transformation should be judged not by the number of strategies adopted,
institutions created, or digital platforms launched, but by its ability to improve governance,
deliver accessible and reliable public services, promote inclusive economic development, and
strengthen the effective enjoyment of fundamental rights.

Chapter TWO
Governance and the Digital Transformation Framework

2.1 From Digitalization to Digital Governance

Digital transformation is often perceived as a technological modernization project centred on
digital tools and online services. In practice, however, its success depends equally on the
governance framework that shapes how technologies are designed, regulated, implemented, and
held accountable. Technology enables transformation; governance determines whether it
delivers efficiency, transparency, inclusion, and public trust.

A distinction should therefore be made between digitalization, digital transformation, and
digital governance. Digitalization refers to converting traditional administrative processes into
digital formats. Digital transformation redesigns public services and institutional processes to
improve efficiency and accessibility. Digital governance provides the institutional framework
within which these reforms operate, encompassing leadership, legislation, institutional
coordination, accountability, data governance, cybersecurity, citizen participation, and oversight.

For Lebanon, this distinction is particularly important. Although numerous digital initiatives have
been launched over the past two decades, many have remained isolated projects rather than
components of an integrated national strategy. Progress has often been constrained by
fragmented governance, inconsistent implementation, and weak institutional coordination.

The challenge is therefore no longer introducing new technologies, but establishing governance
capable of ensuring that digital transformation remains coherent, sustainable, and centred on
public value and citizens' rights.

2.2 Institutional Governance and Strategic Coordination

Digital transformation requires a whole-of-government approach. It requires sustained
coordination among institutions responsible for administrative reform, telecommunications,
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finance, justice, education, cybersecurity, and digital service delivery. Without effective
coordination, even well-designed policies risk fragmented implementation and duplication.

For many years, the Office of the Minister of State for Administrative Reform (OMSAR) served as
the principal institution responsible for administrative modernization and the development of
digital transformation initiatives. Through successive reform programmes, including cooperation
with international partners such as the World Bank, it laid much of the institutional foundation
for digital government and public sector modernization.

The establishment of the Ministry of State for Technology and Artificial Intelligence (MITAI)
represents an important institutional evolution rather than a departure from these efforts. The
Ministry is expected to provide strategic leadership for digital transformation and emerging
technologies, particularly artificial intelligence. Its effectiveness, however, will depend less on
new institutional structures than on its ability to coordinate with OMSAR, sectoral ministries,
regulatory authorities, municipalities, and other public institutions.

Interviews conducted for this study consistently identified institutional fragmentation as one of
the principal obstacles to implementation. Government officials, academics, civil society
representatives, and private sector stakeholders highlighted overlapping mandates, weak inter-
agency coordination, shortages of specialized personnel, and unstable funding as persistent
barriers to reform. These findings suggest that Lebanon's principal governance challenge is not
the absence of strategic vision but the capacity to implement reforms consistently across
institutions.

The private sector also plays an essential role. Technology companies, telecommunications
operators, universities, research institutions, and start-up ecosystems possess much of the
expertise needed to strengthen digital infrastructure, foster innovation, and support digital
public services. Public-private partnerships should therefore be regarded as integral to Lebanon's
digital transformation.

Ultimately, successful digital governance depends on clear institutional responsibilities, effective
coordination, common technical standards, and shared accountability. New institutions alone
cannot substitute for coherent governance.

Governance in Practice

One of the clearest findings of this study is that Lebanon's principal challenge is no longer
identifying the reforms required for digital transformation. Most of the essential building
blocks—including institutional leadership, legal modernization, digital identity, cybersecurity,
and digital public services—have already been identified. The remaining challenge is
implementation: securing adequate resources, coordinating action across institutions,
translating reforms into operational systems, and sustaining them beyond political cycles.
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2.3 The Legal and Regulatory Framework

Digital transformation requires more than technological investment. It depends on a legal
framework capable of regulating digital activities, protecting rights, fostering innovation, and
providing legal certainty for public institutions, businesses, and citizens.

Lebanon has made gradual progress in developing this framework. The Electronic Transactions
and Personal Data Law (Law No. 81/2018) marked an important milestone by recognizing
electronic transactions and introducing initial safeguards for personal data. Nevertheless,
important implementation gaps remain. Several implementing decrees have yet to be
operationalized, while existing provisions fall short of contemporary international standards on
privacy, data processing, independent oversight, and individual control over personal
information.

Recognizing these shortcomings, successive governments have initiated discussions on a
comprehensive data protection framework intended to strengthen legal safeguards and establish
a more coherent system of personal data governance. Although legislative progress has been
slow, these efforts reflect growing recognition that public confidence in digital government
depends on robust data protection.

Media law reform reached a significant milestone in August 2026, when Parliament approved a
new Media Law replacing the 1962 framework. The law introduces specific provisions for digital
platforms and online news outlets, removes prior licensing requirements for news websites,
establishes an independent National Media Authority, and strengthens the principle of non-
custodial penalties in media cases while prohibiting the referral of journalists to military courts.
These provisions represent an important modernization of Lebanon's media framework and
respond to several long-standing challenges facing digital journalism.

Nevertheless, the approved text has generated continuing concerns among media and rights
organizations, particularly regarding Article 104(b), which retains criminal liability and potential
custodial penalties for certain forms of false or misleading information. Maharat Foundation,
SKeyes, SMEX, Journalists for Freedom, and other CSO, in addition to the media syndicates, have
called for the removal or amendment of the provision, while the Minister of Information has
publicly expressed opposition to Article 104 and pledged to pursue amendments. The ultimate
human-rights impact of the reform will therefore depend not only on its promulgation and
implementation but also on how contested provisions are subsequently addressed.

The telecommunications sector illustrates the distinction between legal frameworks and
governance outcomes. Although Lebanon possesses institutions responsible for sectoral
regulation, implementation has frequently been constrained by political interference,
institutional weaknesses, and limited regulatory independence. As several interviewees
observed, effective digital governance depends not only on laws and institutions but also on their
consistent implementation and operational autonomy.
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Overall, Lebanon has established the essential legal foundations for digital transformation, but
significant gaps remain between legislative ambition and implementation. Closing these gaps will
require effective enforcement, stronger institutional capacity, regulatory independence, and
continuous adaptation to evolving technologies.

2.4 Digital Identity: The Backbone of Digital Government

Few components of digital transformation are more strategically important than a secure and
trusted national digital identity system. While often viewed as a technical project, digital identity
is fundamentally an administrative reform that reshapes how public institutions interact with
citizens, businesses, and one another.

A well-governed digital identity system provides every individual and legal entity with a unique,
verifiable identity that enables secure access to public services across multiple institutions.
Rather than maintaining separate identifiers for civil registration, taxation, licensing, social
protection, health services, business registration, and electoral administration, interoperable
systems allow authorized institutions to retrieve verified information through a single trusted
identity while respecting legal safeguards governing access and use.

This approach supports the Once-Only Principle, whereby citizens and businesses provide core
information to government only once. Authorized institutions subsequently exchange verified
data through secure interoperable systems instead of repeatedly requesting the same
documents. Properly implemented, this principle reduces administrative burdens, minimizes
duplication and error, improves data quality, and simplifies citizens' interactions with
government.

For Lebanon, the implications extend beyond administrative efficiency. Secure digital identity
could strengthen transparency, reduce opportunities for fraud and corruption, improve the
reliability of public records, and facilitate integrated service delivery across government. It would
also provide an important foundation for future reforms in taxation, licensing, social protection,
health administration, business services, and electoral administration.

The implications for electoral administration are particularly significant. Combined with accurate
civil registration systems, digital identity could improve the quality of electoral lists, facilitate
online verification and correction of voter registration, reduce administrative errors, and support
future reforms enabling citizens to vote closer to their place of residence.

Governance in Practice
Digital identity should be understood as a governance reform rather than a technology
project. Its success will depend on public confidence that personal information is collected

only where necessary, processed lawfully, protected against unauthorized access, and subject
to independent oversight, transparency, and effective legal remedies. As several interviewees
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emphasized, digital identity must evolve within a comprehensive framework of data
protection and cybersecurity rather than as an isolated technological initiative.

2.5 Cybersecurity and Institutional Trust

As governments become increasingly dependent on digital infrastructure, cybersecurity becomes
a core element of public governance rather than simply a technical responsibility. Citizens'
willingness to use digital public services depends on confidence that government systems are
secure, reliable, and capable of protecting sensitive personal information.

Lebanon has experienced repeated cyber incidents affecting public institutions, exposing
weaknesses in institutional preparedness, incident response, cybersecurity governance, and
long-term investment in secure digital infrastructure. These incidents have also undermined
public confidence in the State's capacity to manage digital transformation safely.

Cybersecurity should therefore be understood as an issue of institutional resilience. Effective
governance requires clearly defined responsibilities, coordinated incident-response mechanisms,
regular security audits, business continuity planning, and continuous investment in technical
capacity. As digital government expands, cybersecurity governance must evolve in parallel to
ensure that technological innovation does not outpace institutional preparedness.

The protection of personal data deserves particular attention. Large-scale digital systems
inevitably concentrate significant volumes of sensitive information. Data breaches—whether
resulting from external attacks or internal failures—may expose citizens to financial loss, identity
theft, discrimination, and violations of privacy. Strengthening cybersecurity is therefore
inseparable from strengthening data protection and public trust.

Governance in Practice
Several interviewees emphasized that cybersecurity should not be viewed solely through the
lens of criminal enforcement. Sustainable cybersecurity also requires preventive governance,

institutional accountability, professional standards, and a culture of digital security across
public administration.

2.6 Digital Governance as a Human Rights Imperative

Digital transformation succeeds not because governments adopt new technologies but because
they apply them in ways that strengthen democratic governance and protect fundamental rights.

A rights-based approach requires digital policies to be guided by legality, transparency,
accountability, participation, equality, and proportionality. These principles should inform every
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stage of digital transformation, from legislative reform and institutional design to the
development of digital services and emerging technologies such as artificial intelligence.

This perspective is increasingly reflected in Lebanon's policy debates. Parliamentary discussions
on media reform, data protection, and broader digital legislation, together with proposals
advanced by government institutions, academic experts, and civil society organizations,
demonstrate growing recognition that digital governance extends beyond technological
modernization. It also concerns the protection of privacy, freedom of expression, access to
information, procedural fairness, and public trust.

The recent parliamentary adoption of the new Media Law illustrates both the progress and the
continuing challenges of rights-based digital governance: legislative modernization can
strengthen legal protection for digital expression, but its effectiveness ultimately depends on the
safeguards contained in the final framework and their consistent implementation in practice.

Interviews conducted for this study reached a consistent conclusion: Lebanon's principal
challenge is no longer identifying the reforms required but implementing them effectively.
Institutional coordination, sustainable financing, technical capacity, and political continuity
remain the decisive factors determining whether policy ambitions produce measurable public
outcomes.

2.7 Concluding Assessment

Lebanon has established many of the institutional, legal, and policy foundations necessary for
digital transformation. Recent reforms demonstrate renewed political commitment to
strengthening digital governance.

The central challenge, however, remains implementation. Fragmented institutional
responsibilities, uneven administrative capacity, limited financial resources, infrastructure
constraints, and weak coordination continue to slow the transition from policy ambition to
practical delivery.

Digital transformation should therefore be understood not as a technology programme but as a
comprehensive governance reform. Its success will depend on the State's ability to coordinate
institutions, implement reforms consistently, safeguard personal data, strengthen cybersecurity,
maintain public trust, and ensure that technological progress reinforces democratic governance
and fundamental rights.

The next chapter examines these governance challenges through a human rights lens, focusing

on freedom of expression, access to information, privacy, digital inclusion, equality, and
protection from discrimination.
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Chapter THREE

Human Rights Outcomes of Digital Transformation
3.1 A Rights-Based Perspective on Digital Transformation

Digital transformation is commonly measured through indicators such as online public services,
internet penetration, and technology adoption. While these indicators capture technological
progress, they reveal relatively little about how digital transformation affects citizens' daily lives
and fundamental rights. A rights-based assessment therefore asks a different question: does
digital transformation expand individual freedoms, improve equitable access to public services,
strengthen democratic participation, and enhance institutional accountability?

This perspective is particularly relevant in Lebanon, where digital transformation is unfolding
amid prolonged economic crisis, institutional fragility, and declining public confidence in state
institutions. Under these conditions, digital technologies can either reduce existing inequalities
by improving access to information and public services or reinforce them where access remains
unequal, institutions lack accountability, or legal safeguards fail to keep pace with technological
change.

Accordingly, this chapter examines digital transformation through internationally recognized
human rights principles, drawing on Lebanon's legal framework, institutional practice,
stakeholder interviews, and the experience of Lebanese civil society organizations working on
digital rights, media freedom, and democratic governance. Particular attention is paid to freedom
of expression, access to information, privacy, cybersecurity, digital inclusion, democratic
participation, and the emerging challenges associated with artificial intelligence.

Rather than treating these rights separately, the chapter emphasizes their interdependence.
Affordable internet enables access to information; effective data protection reinforces trust in
digital government; freedom of expression supports democratic participation; and digital
inclusion determines whether technological progress benefits society as a whole or only those
already equipped to participate.

3.2 Freedom of Expression and Access to Information

Freedom of expression and access to information are essential foundations of democratic digital
governance. As public debate, journalism, political participation, and government
communication increasingly migrate online, protecting digital expression becomes inseparable
from protecting freedom of expression itself. Digital transformation should therefore expand
opportunities for citizens to seek, receive, and impart information without fear of arbitrary
interference while enabling broader participation in public affairs.

Lebanon's legal framework governing media and digital expression has undergone a significant
change with Parliament's approval of a new Media Law in August 2026, replacing the 1962
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framework. The new law represents an important modernization of Lebanon's media legislation
and introduces provisions addressing digital media and online news outlets. Among its significant
reforms are the removal of prior licensing requirements for news websites, the establishment of
an independent National Media Authority, the abolition of exceptional and military jurisdiction
for media offences, and stronger safeguards against custodial penalties in media-related cases.

These reforms address several long-standing concerns affecting journalists and digital media
actors. By extending the legal framework to digital media and reducing the use of exceptional
judicial procedures, the new legislation has the potential to provide greater legal certainty and
stronger institutional protection for journalists, bloggers, and online content producers. Its
effective implementation, however, will be critical in determining whether these protections
translate into practice.

Important concerns nevertheless remain regarding certain provisions of the approved law. In
particular, Article 104(b) retains criminal liability and potential imprisonment of up to three years
for certain forms of fabricated or misleading information. Media freedom and digital rights
organizations, including the Press Syndicate, Maharat Foundation, SKeyes, and SMEX, have raised
concerns that the provision could be interpreted or applied in ways that restrict legitimate
journalistic work, investigative reporting, commentary, or online expression. The Minister of
Information has also expressed opposition to the provision and indicated an intention to pursue
amendments.

The status and implementation of the new Media Law therefore illustrate both progress and
continuing challenges in Lebanon's digital rights framework. The reform represents a substantial
step away from an outdated media regime, but its contribution to freedom of expression will
ultimately depend on the final legal process, judicial interpretation, institutional practice, and the
extent to which remaining restrictions are consistent with constitutional guarantees and
international human rights standards.

Access to information constitutes a complementary dimension of digital transformation. Digital
government can strengthen transparency by making laws, regulations, administrative
procedures, budgets, and public information more accessible online, thereby improving
accountability and facilitating citizens' participation in public affairs. However, access to
information depends not only on the availability of online content but also on affordable internet
access, digital literacy, accessible public services, and institutional capacity to proactively publish
and respond to requests for information.

Stakeholders interviewed for this study consistently identified the gap between legal reform and
implementation as a significant challenge affecting digital rights in Lebanon. The experience of
media legislation demonstrates that adopting a modern legal framework is only one step:
effective enforcement, institutional independence, judicial safeguards, and respect for
fundamental rights are equally necessary to ensure that digital transformation strengthens
rather than restricts democratic participation.
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Rights in Practice

Parliament's approval of the new Media Law represents a significant step towards
modernizing Lebanon's framework for media and digital expression. Its recognition of digital
media, removal of exceptional jurisdiction, and stronger procedural safeguards are important
advances. At the same time, the continuing controversy surrounding Article 104(b)
demonstrates that legislative reform must be accompanied by effective safeguards against
disproportionate restrictions on freedom of expression. Ensuring rights-compliant
implementation and addressing remaining concerns will be essential to realizing the law's
potential to strengthen digital rights and democratic participation.

3.3 Privacy and Personal Data Protection

The protection of privacy and personal data has become one of the defining challenges of digital
transformation. As governments increasingly rely on digital platforms to deliver services and
manage public administration, citizens must be able to trust that their personal information is
processed lawfully, securely, and only for legitimate public purposes.

Lebanon has taken important initial steps toward establishing a legal framework for electronic
transactions and personal data protection. Nevertheless, the existing framework remains
incomplete and falls short of contemporary international standards. Legislative initiatives to
strengthen data protection demonstrate growing recognition of these shortcomings, but
implementation has progressed slowly, leaving important questions concerning oversight,
accountability, and citizens' rights unresolved.

The importance of these reforms has increased with the expansion of digital government
initiatives and the prospect of implementing a national digital identity system. While digital
identity could simplify administrative procedures, improve service delivery, and reduce
duplication across government institutions, its success depends fundamentally on public
confidence. Citizens must be assured that sensitive personal information will be protected
through clear legal safeguards, independent oversight, robust cybersecurity, and effective
remedies in cases of misuse or unauthorized disclosure.

Discussions with interviewees also highlighted concerns regarding the protection of government-
held data following repeated cyber incidents affecting public institutions. These concerns
underline that privacy cannot be secured through legislation alone. It also requires sustained
investment in cybersecurity, institutional capacity, secure system design, regular security audits,
and transparent incident-response procedures.

Civil society organizations have similarly advocated stronger safeguards for personal data,

greater transparency in public data processing, clearer institutional responsibilities, and
independent oversight capable of reinforcing public confidence in digital government.
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The evolution of Lebanon's media legislation also illustrates the need to reconcile regulation of
digital communication with privacy and data-protection safeguards. As digital media increasingly
involves the collection, processing, and publication of personal information, future
implementation of the Media Law should remain consistent with broader principles governing
privacy, personal data protection, and freedom of expression.

Rights in Practice

The expansion of digital government makes robust personal data protection indispensable.
Effective legal safeguards, institutional accountability, cybersecurity, and independent
oversight are essential not only for protecting privacy but also for maintaining public
confidence in Lebanon's digital transformation.

3.4 Cybersecurity and the Protection of Digital Rights

The expansion of digital government inevitably increases the importance of cybersecurity as a
prerequisite for protecting fundamental rights. Secure digital systems safeguard not only
government infrastructure but also citizens' personal information, the continuity of public
services, and confidence in digital governance. Cybersecurity should therefore be understood as
a human rights issue as much as a technical or institutional responsibility.

Lebanon has experienced repeated cyber incidents affecting government websites and public
digital platforms, revealing persistent vulnerabilities in institutional preparedness, cybersecurity
governance, and incident response. Beyond disrupting public services, these incidents risk
exposing sensitive personal information and weakening confidence in the State's ability to
manage digital transformation securely.

Cybersecurity also contributes directly to protecting freedom of expression and civic
participation. Journalists, human rights defenders, activists, and civil society organizations
increasingly rely on digital communication and may become targets of hacking, phishing, online
harassment, surveillance, or unauthorized access to digital accounts.

Interviewees consistently emphasized that cybersecurity should not be approached exclusively
through criminal investigation after incidents occur. Greater attention should instead be devoted
to prevention, institutional preparedness, secure system design, regular security audits, digital
hygiene, and public awareness. Lebanese civil society organizations working on digital rights have
similarly advocated stronger safeguards for both public institutions and individual users.

As digital government expands through initiatives such as digital identity, interoperable public

databases, and integrated public services, resilient cybersecurity governance will become
indispensable for protecting sensitive information and sustaining public trust.
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Lebanon has also previously developed important institutional and strategic foundations for
national cybersecurity. In 2018, the Prime Minister established a National Cyber Security Team
tasked with preparing a national strategy and proposing mechanisms for institutionalizing
cybersecurity. The resulting Lebanon National Cyber Security Strategy, published in 2019, called
for stronger national coordination and proposed the establishment of a National Cyber Security
Information Agency. These initiatives demonstrate that Lebanon's cybersecurity challenges have
long been recognized at the policy level. The continuing challenge, however, has been translating
these strategic proposals into sustained institutional arrangements, operational capacity, and
adequately resourced implementation.

Rights in Practice

Cybersecurity is a cornerstone of rights-based digital transformation. Lebanon's experience
also demonstrates that developing strategies and institutional proposals is not sufficient; their
effectiveness ultimately depends on sustained political commitment, clear mandates,
adequate resources, and operational implementation. Protecting digital infrastructure
therefore means protecting citizens' rights, preserving confidence in public institutions, and
ensuring that digital government remains secure, reliable, and resilient.

3.5 Digital Inclusion, Equality, and Non-Discrimination

Digital transformation can contribute to greater equality only if all members of society are able
to benefit from the opportunities it creates. Access to digital services depends not only on
internet connectivity but also on affordability, digital literacy, accessibility, and the confidence to
use technology safely. Without these conditions, digital transformation risks reinforcing existing
social and economic inequalities rather than reducing them.

In Lebanon, digital exclusion reflects broader structural disparities linked to income, geography,
education, age, gender, and disability. Although internet penetration has expanded significantly
in recent years, affordability remains a major obstacle, particularly for low-income households
and rural communities. Uneven service quality, recurring electricity shortages, and inconsistent
connectivity further restrict equal access to digital public services.

Digital literacy is equally important. Schools and universities have a central role in preparing
future generations to participate in an increasingly digital society. Yet significant disparities
persist between public and private education in terms of infrastructure, connectivity,
technological resources, and educational quality. The continuing deterioration of public
education risks widening the digital divide and limiting opportunities for economically vulnerable
communities.

Interviewees consistently emphasized that digital inclusion should be understood as a long-term

investment in human capital rather than a short-term technological objective. Expanding
connectivity alone will not ensure meaningful participation unless accompanied by education,
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lifelong digital skills development, accessible technologies for persons with disabilities, and
targeted support for marginalized communities.

The private sector also has an important role to play. Telecommunications providers, technology
companies, universities, and innovation hubs can complement public investment through
affordable connectivity, digital skills programmes, innovation partnerships, and support for
entrepreneurship. Stronger collaboration between government, educational institutions, civil
society, and the private sector will therefore be essential for building an inclusive digital
ecosystem.

Digital Violence and the Rights of Women and LGBTQ+ People

Digital transformation has also expanded the spaces in which gender-based violence and
targeted abuse can occur. Women, girls, and LGBTQ+ people may face online harassment,
blackmail, threats, privacy violations, and the non-consensual disclosure of personal information
or images. These forms of digital violence can reinforce existing discrimination and restrict safe
and meaningful participation online.

Available evidence illustrates the scale of the problem. Internal Security Forces data recorded
407 cases of online blackmail reported by women and girls, while the Maharat Foundation's 2025
survey found that 72% of the 21 female journalists surveyed had experienced electronic violence,
with nearly one quarter reporting an impact on their ability to communicate information freely.
RDFL has also documented cases involving blackmail and the leaking of personal photographs
and information.

Digital violence is therefore not only an equality and protection concern; it also affects privacy,
freedom of expression, media freedom, and democratic participation. Addressing it requires
effective reporting and protection mechanisms, institutional capacity, and appropriate legal
safeguards.

Rights in Practice

Digital inclusion is one of the clearest indicators of whether digital transformation serves the
public interest. Affordable access, stronger digital literacy—particularly through public
education—and reduced structural inequalities should be treated as governance priorities
rather than secondary social policies.

3.6 Digital Transformation and Democratic Participation

Digital transformation offers important opportunities to strengthen democratic governance by
improving transparency, facilitating access to official information, and enabling broader citizen
participation. Well-designed digital public services can reduce administrative barriers, improve
institutional responsiveness, and reinforce public confidence in democratic institutions.
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Electoral administration provides a particularly relevant example. Digital public services enable
citizens to verify electoral information more easily, access official procedures, and interact more
efficiently with electoral authorities. Secure online mechanisms for correcting electoral records
can improve the accuracy of voter registration and facilitate participation.

Over the longer term, an integrated digital identity system could support broader electoral
reforms by improving the reliability of civil registration data and facilitating future reforms
allowing citizens to vote closer to their place of residence while preserving electoral integrity.

Digital transformation is also reshaping election campaigning. Online platforms have become
indispensable tools for political communication, but they also create new challenges related to
transparency, political advertising, misinformation, coordinated disinformation campaigns,
misuse of personal data, and unequal access to digital communication channels.
Recommendations advanced by Lebanese organizations working on media freedom and electoral
integrity—including the Samir Kassir Foundation (SKeyes)—highlight the importance of updating
the legal framework governing digital campaigning while preserving freedom of expression and
ensuring fair competition.

Democratic participation extends beyond elections. Digital technologies can strengthen public
consultation, improve communication between citizens and public institutions, and facilitate
access to government information. These opportunities, however, depend upon public
confidence that digital systems operate transparently, protect personal information, and remain
accessible to all segments of society.

Rights in Practice

Digital technologies can strengthen democratic participation only when they enhance
transparency, preserve electoral integrity, protect digital rights, and remain accessible to all
citizens.

3.7 Artificial Intelligence: The Next Stage of Digital Transformation

Artificial intelligence should be understood as the next stage of Lebanon's digital transformation
rather than as a separate policy agenda. Future Al applications will depend fundamentally on the
quality of the country's digital infrastructure, governance framework, data management,
cybersecurity, and institutional capacity. Strengthening these foundations therefore remains
Lebanon's immediate priority while preparing the governance framework necessary for
responsible Al adoption.

Although Al deployment in Lebanon remains limited, advances in generative Al, automated

decision-support systems, and data analytics are expected to influence both public
administration and private-sector innovation. Preparing for this transition now will enable
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Lebanon to harness Al's benefits while reducing the risks associated with rapid technological
change.

Al offers important opportunities to improve public administration by enhancing administrative
efficiency, supporting data analysis, strengthening fraud detection, facilitating policy planning,
and improving public service delivery. These applications should complement—not replace—
human decision-making.

At the same time, Al introduces significant governance challenges. Al-generated text, images,
audio, and video have increased the risks of manipulated content, deepfakes, coordinated
misinformation, fraud, algorithmic bias, opaque administrative decision-making, and large-scale
processing of personal data. These developments have important implications for journalism,
elections, democratic discourse, and public trust.

Lebanon has not yet adopted a comprehensive legal framework governing artificial intelligence.
Rather than waiting for widespread deployment, public institutions should begin establishing
foundational principles centred on transparency, accountability, human oversight, privacy, and
respect for fundamental rights. These principles can guide future sector-specific regulation as Al
applications expand.

Interviewees consistently emphasized that Al should be viewed neither as a threat nor as a
solution in itself. Its impact will ultimately depend on governance, institutional capacity, and
effective legal safeguards. Lebanese civil society organizations have similarly highlighted the
need to address manipulated digital content while encouraging responsible innovation and
safeguarding freedom of expression.

Rights in Practice

Readiness for artificial intelligence begins with governance rather than algorithms. Countries
that have not yet established secure digital infrastructure, trusted public databases, effective
data protection, and interoperable digital government will struggle to deploy Al responsibly.

Chapter Conclusion

Digital transformation affects virtually every dimension of the relationship between citizens and
the State. Its success should therefore be measured not only by technological progress but also
by its contribution to protecting fundamental rights, strengthening democratic participation,
enhancing institutional accountability, improving cybersecurity, and promoting equal
opportunities.

This chapter demonstrates that Lebanon possesses significant opportunities to advance these

objectives through digital government, improved public services, greater transparency, and
future technological innovation. At the same time, implementation gaps, legislative delays,
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unequal access, cybersecurity vulnerabilities, institutional weaknesses, and emerging
technological risks continue to constrain these opportunities.

The central lesson is that digital transformation and human rights should be understood as
mutually reinforcing rather than competing objectives. Technological innovation can strengthen
governance only when supported by effective institutions, appropriate legal safeguards, secure
digital infrastructure, and inclusive public policies. Conversely, weak governance allows
technological progress to outpace both institutional capacity and the protection of fundamental
rights.

The next chapter translates these findings into a set of practical and prioritized recommendations
for advancing a secure, inclusive, rights-based, and citizen-centred model of digital
transformation in Lebanon.

Chapter FOUR
A Rights-Based Roadmap for Digital Transformation

Lebanon has already identified many of the institutional, legal, and technological reforms
required to advance digital transformation. The principal challenge is no longer identifying
priorities, but implementing them consistently across public institutions. This chapter translates
the assessment's findings into a practical roadmap centred on governance, institutional
coordination, legal reform, digital inclusion, cybersecurity, responsible innovation, and
continuous monitoring. Rather than proposing new strategies, it focuses on the conditions
needed to translate existing policy commitments into measurable improvements in public
administration, service delivery, democratic governance, and the protection of fundamental
rights.

4.1 Strengthening Governance and Institutional Coordination
Strategic Objective

Establish coherent institutional leadership capable of coordinating digital transformation across
government while ensuring transparency, accountability, and long-term policy continuity.

Priority Actions

e Adopt and publish a comprehensive National Digital Transformation Strategy
accompanied by measurable implementation targets.

e Establish a permanent National Digital Transformation Coordination Council chaired at
the highest governmental level and bringing together the Ministry of State for Technology
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and Artificial Intelligence (MITAI), OMSAR, sectoral ministries, the Telecommunications
Regulatory Authority, municipalities, academia, civil society, and the private sector.

e Clarify institutional mandates to reduce duplication and strengthen accountability.

e Develop common interoperability standards for public institutions.

e Strengthen digital project management capacity within government.

e Institutionalize regular consultation with academia, civil society organizations, and the
private sector throughout policy development and implementation.

Expected Governance Impact

Clear institutional responsibilities and effective coordination will reduce fragmentation, improve
policy implementation, increase administrative efficiency, and strengthen public confidence in
digital government.

4.2 Completing the Legal and Regulatory Framework
Strategic Objective

Modernize Lebanon's legal framework to ensure that digital transformation proceeds within a
coherent system that protects rights, promotes innovation, and provides legal certainty.

Priority Actions

e Finalize and adopt the new Data Protection Law.

e Establish an independent Data Protection Authority with effective supervisory and
enforcement powers.

e Complete the constitutional process for the new Media Law and ensure rights-compliant
implementation, including review and amendment of contested provisions such as Article
104(b).

e Review legislation governing electronic transactions, cybersecurity, telecommunications,
and digital services to ensure consistency with international standards.

e Introduce periodic legislative review mechanisms to enable digital legislation to evolve
alongside technological developments.

e Ensure that legal and institutional responses to technology-facilitated and gender-based
digital violence provide effective protection and remedies while respecting freedom of
expression and due process.

Expected Governance Impact

A modern legal framework will strengthen privacy protection, reinforce freedom of expression,
improve regulatory certainty, encourage responsible innovation, and increase public trust in
digital public services. A modern, coherent, and rights-compliant media framework providing
stronger legal certainty and protection for journalists, digital media workers, and online
expression.
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4.3 Building Trusted Digital Government
Strategic Objective

Develop secure, interoperable, citizen-centred digital public services supported by reliable digital
identity, cybersecurity, and effective institutional governance.

Priority Actions

e Implement a secure National Digital Identity Programme built on the Once-Only Principle.

e Expand interoperability among government information systems while maintaining
robust privacy safeguards.

e Prioritize the digitization of high-impact public services, particularly civil registration,
taxation, licensing, health, education, and electoral administration.

e Introduce privacy and cybersecurity impact assessments for major digital government
projects.

¢ Strengthen and operationalize existing national cybersecurity governance arrangements,
including the relevant national cybersecurity bodies and institutional mechanisms, with
clear mandates, incident-response responsibilities, adequate resources, and regular
security audits.

e Publish periodic implementation reports on major digital transformation initiatives to
strengthen transparency and public accountability.

Expected Governance Impact

Citizen-centred digital services supported by trusted digital identity and secure infrastructure will
improve administrative efficiency, reduce duplication, strengthen public confidence, and
enhance access to public services.

4.4 Prioritized Implementation Roadmap

The following roadmap translates the study's recommendations into a phased implementation
framework. While several actions should proceed in parallel, institutional coordination, legal
reform, and secure digital infrastructure should begin immediately because they provide the
foundation for subsequent reforms.

Phase | — Immediate Priorities (0—12 Months)

Priority Action Lead Supporting Actors
Institution(s)
Adopt and publish the National OMSAR, Council of National policy direction
Digital Transformation Strategy with Ministers and institutional clarity.
an implementation plan and

Expected Outcome

performance indicators.
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Establish the National Digital

Council of

Transformation Coordination Ministers
Council.
Finalize and enact the Data Parliament

Protection Law and establish an
independent supervisory authority.
Complete the constitutional process

President of the

MITAI, OMSAR, key
ministries, TRA,
academia, civil society,
private sector

MITAI, Ministry of
Justice, civil society

Media syndicates,

for the new Media Law and ensure a [0 o] {4 journalists'
rights-compliant implementation Parliament / organizations, civil
framework, including review of Ministry of society and human
contested provisions affecting Information rights organizations
freedom of expression.
Develop a National Cybersecurity MITAI Relevant public
Governance Framework covering institutions and private
public institutions, incident sector
response, and security standards.
Launch the National Digital Identity MITAI OMSAR, Ministry of
Programme, based on the Once- Interior, Ministry of
Only Principle. Finance, CAS
Launch a National Digital Literacy Ministry of MITAI, universities,
Programme targeting schools, Education NGOs, municipalities,
municipalities, public employees, private sector
and vulnerable communities.

Phase Il — Institutional Consolidation (1-3 Years)

Priority Action

Deploy the digital identity system
progressively across priority government
services.

Implement interoperability standards and
secure government data exchange.

Establish continuous judicial and
regulatory training on digital law,
cybersecurity, Al, and digital rights.
Expand high-impact digital public services
in civil registration, taxation, health,
education, business services, and
electoral administration.

Strengthen the independence and
regulatory capacity of the
Telecommunications Regulatory
Authority.

Conduct comprehensive cybersecurity
audits across critical public institutions.
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Lead
Institution(s)
MITAI

MITAI
Ministry of
Justice
Relevant

ministries

Parliament

MITAI

Supporting Actors

Relevant ministries

OMSAR, all ministries

Judicial Institute,

universities

MITAI, municipalities

Ministry of
Telecommunications

Public institutions,
cybersecurity partners

Improved institutional
coordination and
accountability.

Stronger protection of
personal data and
increased public trust.
Modernized media
framework with stronger
safeguards for digital
journalism and freedom
of expression

Improved resilience of
public digital
infrastructure.

Foundation for
integrated digital
government.
Improved digital
inclusion and digital
readiness.

Expected Outcome

Secure citizen services.

More efficient
administration and
reduced duplication.
More consistent
implementation of
digital legislation.
Improved service
delivery.

Better connectivity
and service quality.

Increased institutional
resilience.



Integrate digital literacy and

cybersecurity education into national
school and university curricula.

Phase Il — Strategic Transformation (3-5 Years)

Priority Action

Complete implementation of the Once-
Only Principle across government
services.

Achieve interoperability across major
government databases while maintaining
strong privacy safeguards.

Expand open-government and digital
participation platforms.

Develop a national Al governance
framework and progressively introduce
responsible Al within public
administration.

Strengthen innovation ecosystems
through sustained public-private
partnerships, research collaboration, and
startup support.

Establish a permanent Digital
Transformation Observatory to publish
annual implementation reports and
evaluate progress.

Ministry of
Education

IET
Institution(s)
MITAI

MITAI

Council of

Ministers

MITAI

MITAI

MITAI

Universities, private
sector

Supporting Actors

All public institutions

Public institutions

Parliament,
municipalities, civil
society

Parliament, universities,

private sector

Ministry of Economy,
universities, private
sector

Universities, Central
Administration of
Statistics, civil society

Sustainable digital
skills development.

Expected Outcome

Simplified citizen
interactions.

Integrated digital
government.

Greater transparency
and democratic
participation.
Rights-based Al
adoption.

Stronger digital
economy.

Continuous evidence-
based monitoring.

Cross-Cutting Implementation Considerations

Successful implementation depends on several conditions that apply across all phases:
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Political continuity: Digital transformation should remain a national priority beyond
changes of government.

Sustainable financing: National budget allocations should be complemented by
international development assistance and transparent public-private partnerships.
Institutional coordination: Clear mandates and regular cooperation among institutions
are essential to avoid duplication and fragmentation.

Private-sector engagement: Technology companies, telecommunications operators,
universities, startups, financial institutions, and professional associations should
participate as strategic partners in innovation, skills development, and infrastructure.
Transparency and accountability: Progress should be measured through publicly
available indicators and reported regularly to Parliament and citizens.



4.5 Monitoring, Evaluation, and Periodic Review

Implementation should be monitored not only through legislative or technological outputs, but
also through measurable improvements in governance, service delivery, digital inclusion,
institutional trust, and the protection of fundamental rights.

Each priority action should therefore be accompanied by measurable indicators, implementation
milestones, baseline values, and clearly assigned institutional responsibilities. Progress should be

reviewed annually and published through publicly accessible implementation reports.

Monitoring Dimensions

lllustrative Focus

Coordination, staffing, financing, implementation capacity

Institutional Performance

LoeclE el Bl A Hdeeii=54 | Adoption, enforcement, and implementation of digital legislation

Digital Public Services Availability, interoperability, accessibility, quality, user satisfaction

Privacy, freedom of expression, accessibility, equality, digital inclusion,
participation

Cybersecurity, Al governance, digital skills, research, public-private
partnerships

Citizen satisfaction, trust in digital services, confidence in digital identity

Human Rights and Inclusion

Innovation and Future
Readiness
Public Confidence
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lllustrative Indicators

Governance National Digital Transformation Strategy adopted; Coordination Council operational

Digital Identity Percentage of citizens enrolled; number of integrated government services
bElENHei{=ailey | Law adopted; Data Protection Authority operational

\(EEIERFEEC T New Media Law promulgated and implemented; independent National Media Authority
operational; contested provisions reviewed; reduction in arbitrary summons or prosecution
of journalists and online activists.

Cybersecurity Critical systems independently audited; national incident response capability established

Digital Services Percentage of priority services available online; user satisfaction
slde NG Internet affordability; rural connectivity; digital literacy participation

Public schools connected; teachers trained in digital competencies
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m Public-private partnerships; technology startups supported

Al Readiness National Al principles adopted; Al pilot projects implemented under governance safeguards

Periodic Review

The roadmap should be reviewed every two years to reflect technological developments,
institutional progress, implementation experience, and evolving public needs. The review should
involve government institutions, Parliament, academia, civil society organizations, the private
sector, and development partners to ensure that digital transformation remains effective,
inclusive, and aligned with evolving international good practices.

Chapter Conclusion

Lebanon has already identified many of the institutional, legal, and technological reforms
required to advance digital transformation. The principal challenge is now implementation. The
roadmap presented in this chapter offers a phased framework for translating existing policy
commitments into measurable improvements through stronger institutions, coherent legislation,
secure digital infrastructure, greater inclusion, and continuous monitoring. As emphasized
throughout this assessment, its recommendations are intended to guide the next phase of
stakeholder dialogue and policy development rather than constitute a final policy blueprint.
Ultimately, success should be judged not by the number of strategies adopted or digital platforms
launched, but by their contribution to better governance, stronger public trust, more accessible
public services, and more effective protection of fundamental rights.
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ANNEX |

Mapping of Key Stakeholders in Lebanon's Digital Transformation
Ecosystem

The institutions and organizations listed below play important and complementary roles in
Lebanon's evolving digital transformation ecosystem. Their inclusion does not imply endorsement
of their positions or activities but reflects their contribution to policymaking, implementation,
regulation, research, advocacy, innovation, or public debate.

W SR el st dol s i=telatatel o142t PAVERT (0| Strategic leadership for digital transformation and Al policy.
Intelligence (MITAI)

Office of the Minister of State for Administrative reform, e-government, institutional
Administrative Reform (OMSAR) modernization.

Ministry of Telecommunications Telecommunications policy and infrastructure.

Telecommunications Regulatory Authority Telecommunications regulation and market oversight.

(TRA)

Ministry of Justice Digital legislation, legal reform, data protection.

Ministry of Interior and Municipalities Civil registry, digital identity, electoral administration.

Central Administration of Statistics (CAS) National statistics and government data.

National Cybersecurity Team National cybersecurity strategy, coordination, and
institutionalization of cybersecurity governance.

Parliament of Lebanon Legislative oversight and digital law reform.

Council of Ministers National policy coordination.

Relevant Parliamentary Committees

e Administration and Justice
e Information Technology

e Human Rights

e Media and Communications
e Education

Independent Public Institutions

e National Commission for Lebanese Women (digital inclusion)

e National Human Rights Commission (where relevant to digital rights)
¢ Information-related oversight bodies established by law

e The Press and Editors Syndicates

4
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Civil Society Organizations

Organization Main Contribution

SMEX Digital rights, privacy, online freedoms, cybersecurity awareness.
Maharat Foundation Media freedom, access to information, digital governance.

SLGEES e o YL EE e He il <1 Media law reform, freedom of expression, journalists' rights.
Freedom
Lebanese Center for Human Rights IV ElNal={a s aalelali{e]glsl-A

(CLDH)

RDFL (The Lebanese Democratic Women's rights, gender equality.

Women's Gathering)

Legal Agenda Legal reform and digital governance analysis.

Transparency International — | Anti-corruption, governance, transparency.

Lebanon

Journalists for Freedom Advocating for the right to freedom of expression, and defending
journalists targeted by harassment and threats.

Academic Institutions

e American University of Beirut (AUB)

e Lebanese American University (LAU)

e  Université Saint-Joseph (USJ)

e  Beirut Arab University (BAU)

e Lebanese University

e  Research centres specializing in ICT, Al and governance.

Private Sector

e Technology companies

e Software developers

e |CT associations

e Telecommunications operators
e Digital start-ups

e  Financial technology companies
e  Chambers of commerce

e Innovation hubs and incubators

International Partners

e UNDP e World Bank

e UNESCO e International Telecommunication Union (ITU)

e OHCHR e OECD

e  European Union e Other bilateral and multilateral development

partners supporting digital governance

w
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ANNEX I

International Human Rights and Digital Governance Framework

Lebanon's digital transformation should be understood within the broader framework of
international human rights law and internationally recognized principles of democratic digital
governance. The following instruments and standards provide the normative foundation against
which the assessment contained in this report has been conducted.

A. International Human Rights Instruments

Universal Declaration of Human Rights
(21948)

International Covenant on Civil and
Political Rights (ICCPR)

Social and Cultural Rights (ICESCR)
Convention on the Elimination of All
Forms of Discrimination against
Women (CEDAW)

Convention on the Rights of Persons
with Disabilities (CRPD)

Convention on the Rights of the Child
(CRC)

m Relevance to Digital Transformation

Establishes the fundamental rights to privacy, freedom of expression,
access to information, equality, and participation that remain fully
applicable in digital environments.

Protects freedom of expression, privacy, due process, political
participation, and effective remedies in both offline and online
contexts.

Supports equal access to education, scientific progress, and
participation in cultural life, including through digital technologies.
Provides the framework for promoting women's equal participation in
digital spaces and addressing technology-facilitated gender
discrimination and violence.

Requires accessibility of digital services, information, and
communication technologies for persons with disabilities.

Protects children's rights in digital environments, including access to
information, education, privacy, and protection from online
exploitation.

B. International Standards on Digital Governance

Instrument / Framework Relevance

UN Guiding Principles on Business Establishes the responsibility of both governments and private

and Human Rights companies to respect human rights in the digital economy.

OIS aeg e B eE b Elaniels | Promotes inclusive digital cooperation, universal connectivity, digital
Digital Cooperation (2020) inclusion, trust, and human rights online.

UN Global Digital Compact (2024) Provides global principles for an open, inclusive, secure, and rights-

based digital future, including Al governance and international digital
cooperation.

Promotes citizen-centred digital government, interoperability,
Government Strategies transparency, and evidence-based policymaking.
Intelligence human-centred, and accountable Al.
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Establishes internationally recognized principles for trustworthy,



NRORE (o]l Hevlssis=rel i AVl e ERETale | Provides guidance on national cybersecurity governance, institutional
related standards coordination, resilience, and capacity-building.

C. Human Rights Principles Applied Throughout this Assessment

This assessment evaluates Lebanon's digital transformation through six cross-cutting governance
principles derived from international human rights law and democratic governance standards:

Legality: Digital policies and technologies should operate within clear and predictable legal
frameworks.

Transparency: Government institutions should provide accessible information about digital
policies, automated decision-making, and the use of public data.

Accountability: Public authorities should remain accountable for digital decisions through
effective oversight, independent review, and accessible remedies.

Participation: Citizens, civil society, academia, and the private sector should be meaningfully
involved in the design, implementation, and evaluation of digital policies.

Equality and Non-Discrimination: Digital transformation should reduce rather than reinforce
existing inequalities and should ensure equal access to digital opportunities and public services.
Privacy and Human Dignity: The collection, processing, and sharing of personal data should be
lawful, necessary, proportionate, secure, and respectful of individual autonomy.

D. Relevance for Lebanon

These international standards do not prescribe a single institutional model for digital
transformation. Rather, they provide a normative framework against which national laws,
policies, institutions, and public practices may be assessed. Throughout this report, they serve as
reference points for evaluating Lebanon's progress towards a digital transformation that is
transparent, accountable, inclusive, secure, and fully respectful of fundamental rights and
democratic governance.
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ANNEX Il
Interviews and Stakeholder Consultations

Purpose

This assessment was informed by consultations with a diverse range of stakeholders representing
Parliament, government institutions, regulatory authorities, academia, civil society
organizations, media professionals, legal experts, and the private sector. Their professional
knowledge and practical experience provided valuable insights into Lebanon's evolving digital
transformation landscape and helped enrich the legal, institutional, and policy analysis presented
throughout this report.

The participation of the individuals listed in this annex reflects the broad consultative approach
adopted during the preparation of this assessment. The findings, analysis, and recommendations
contained in this report do not necessarily represent the official positions of the institutions with
which participants are affiliated.

Consultation Methodology

Semi-structured interviews were conducted to complement the documentary review and
comparative analysis. Discussions focused on both current developments and future priorities
for digital transformation in Lebanon.

The consultations explored a broad range of themes, including:

¢ National digital transformation policies and institutional governance;
o Legislative and regulatory reform;

o Digital identity and digital public services;

e Personal data protection and privacy;

e Cybersecurity governance;

e Freedom of expression and media regulation;

e Access to information;

o Atrtificial intelligence governance;

o Digital inclusion and digital literacy;

e Public-private partnerships;

¢ Institutional coordination and implementation challenges.

The interview findings were triangulated with legislation, official policy documents, international

standards, academic literature, and reports published by governmental institutions, international
organizations, and Lebanese civil society organizations.
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Consultations and Reference Materials

TITLE / REFERENCE YEAR TYPE* NOTES

OFFICE OF MINISTER FADI MAKKI (OMSAR) — | 2025 Primary Official office overseeing the Digital

DIGITAL TRANSFORMATION STRATEGY Transformation Strategy.

(INTERVIEW)

DR. HALIMA KAAKOUR — MEMBER OF 2025 Primary Focus on digital rights, Starlink case, and

PARLIAMENT (INTERVIEW) media law.

DR. MOJTABA MORTADA — DIRECTOR, 2025 Primary Expert legal perspective on human

FACULTY OF LAW & POLITICAL SCIENCE, rights and digital law.

LEBANESE UNIVERSITY (INTERVIEW)

DR. ITAF KAMAREDDINE — SPECIALIST IN 2025 Primary Academic expertise on digital rights and

CRIMINAL LAW AND DIGITAL RIGHTS legal gaps.

(INTERVIEW)

ABED KATAYA (SMEX) — PROGRAMS & MEDIA | 2025 Primary Insights on online freedoms and digital

MANAGER (INTERVIEW) rights violations.

PHILIPPE ABOU ZEID — JOURNALIST & MEDIA 2025 Primary Media sector challenges in the digital

ANALYST (INTERVIEW) era.

RASHA WEHBE (RDFL) — COMMUNICATIONS 2025 Primary Focus on digital violence against women

& CAMPAIGNS OFFICER (INTERVIEW) and girls.

LEBANESE CENTER FOR HUMAN RIGHTS 2025 Primary Human rights organization input on

(CLDH) — ORGANIZATIONAL INTERVIEW digital freedoms.

COMMITTEE ON ADMINISTRATION AND 2025 Primary Official statement on the draft media

JUSTICE — STATEMENT BY MP GEORGE law.

ADWAN (PARLIAMENT SESSION)

MINISTRY OF INFORMATION — STATEMENT 2025 Primary Official stance on protecting media

BY MINISTER PAUL MORCOS (PARLIAMENT freedoms.

SESSION)

MR. ASSAAD BECHARA — “JOURNALISTS FOR 2026 Primary Focus on protecting journalists from

FREEDOM” MANAGER harassment, intimidation and
persecution (in reality and digitally).

MR. JAD SHAHROUR — COMMUNICATION 2026 Primary Focus on the role of legislation,

SKEYES CENTER FOR MEDIA & CULTURAL protecting the rights of journalists, and

FREEDOM stopping violations.

LAW NO. 81/2018 — ELECTRONIC 2018 Secondary | Core national legislation on digital

TRANSACTIONS AND PERSONAL DATA rights.

PROTECTION

DRAFT MEDIA LAW — UNDER DISCUSSION IN 2025 Secondary | Legislative proposal aiming to

PARLIAMENT modernize media framework.

MITAI STRATEGY: LEBANON'’S DIGITAL AND Al | 2025 Secondary | A Strategic Roadmap for MITAI

TRANSFORMATION

LEBANON NATIONAL CYBER SECURITY 2019 Secondary | Report drafted by the National Cyber

STRATEGY Security Team, established by PM
resolution no.173/2018

GDPR — GENERAL DATA PROTECTION 2016 Secondary | Benchmark for privacy and data

REGULATION (EU) protection standards.

HUMAN RIGHTS WATCH — LEBANON: 2022 Secondary | Documentation of violations related to

REPORTS ON FREEDOM OF EXPRESSION online freedoms.

AMNESTY INTERNATIONAL — LEBANON: 2023 Secondary | Report on expression, privacy, and

ANNUAL HUMAN RIGHTS REPORT
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MAHARAT FOUNDATION - STUDY ON 2025 Secondary | Survey of 21 female journalists; 72%

FEMALE JOURNALISTS AND ONLINE reported e-violence.

VIOLENCE

RDFL — REPORTS ON DIGITAL VIOLENCE 2023 Secondary | Documentation of blackmail and
harassment cases.

SMEX — DIGITAL RIGHTS MONITORING 2015- | Secondary | Tracking cases of online censorship and

REPORTS 2025 violations.

CLDH — REPORTS ON HUMAN RIGHTS AND 2023— | Secondary | Situational reports on civil and political

FREEDOMS IN LEBANON 2025 rights.

WORLD BANK — LEBANON DIGITAL 2022 Secondary | Policy framework collaboration with

TRANSFORMATION STRATEGY SUPPORT OMSAR.

SKEYES CENTER FOR MEDIA AND CULTURAL 2023 Secondary | Recommendation letter addressed to

FREEDOM MPs

*Primary sources include direct interviews with government officials, parliamentarians, academics, journalists, and
civil society representatives, as well as official statements delivered in parliamentary sessions.

*Secondary sources consist of national laws, draft bills, international frameworks, and published reports from civil
society organizations, international institutions, and research bodies.

Stakeholder Perspective

"Media legislation should guarantee freedom of expression in the digital environment, strengthen
legal safeguards for journalists and media professionals, reinforce the protection of personal
data, and ensure that digital regulation remains fully consistent with international human rights
standards."

Adapted from the recommendations submitted by the SKeyes Center for Media and Cultural
Freedom to Members of the Lebanese Parliament (March 2023).

The recommendations advanced by SKeyes reflect broader concerns shared by many
stakeholders consulted during this assessment regarding the modernization of Lebanon's legal
framework for digital governance, media freedom, privacy, and the protection of fundamental
rights in the digital age.
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ANNEX IV
Key National Laws, Strategies, and Policy Documents

This annex provides an overview of the principal legislative, policy, and strategic documents that
shape Lebanon's digital transformation agenda. Together, these instruments constitute the
evolving legal and institutional framework within which digital governance, public sector
modernization, digital rights, cybersecurity, and emerging technologies continue to develop.

A. National Legislation

T S

Lebanese Constitution Constitutional guarantees relating to fundamental rights, equality

before the law, freedom of expression, privacy, and public

administration.

Electronic Transactions and Personal Establishes the legal framework for electronic transactions, electronic

Data Law (Law No. 81/2018) signatures, e-commerce, and initial provisions concerning personal

data protection.

Access to Information Law (Law No. Guarantees citizens' right to obtain information held by public

28/2017) authorities and supports transparency and accountability.

Penal Code and Code of Criminal Includes provisions relevant to cybercrime investigations, electronic

Procedure evidence, and protection of fundamental rights during criminal
proceedings.

Telecommunications Law (Law No. Establishes the legal framework governing the telecommunications

431/2002) sector and the Telecommunications Regulatory Authority (TRA).

B. Draft Laws and Legislative Reform Initiatives

Current Relevance

Intended to modernize Lebanon's privacy framework and strengthen
safeguards for personal data processing.

New Media Law The law represents a major effort to modernize Lebanon's media
adopted by the Lebanese framework and address contemporary and digital communication. Its
Parliament, August 2026; adoption has been welcomed as an important legislative milestone, while
constitutional promulgation and concerns have been raised by media and rights stakeholders regarding
implementation pending at the provisions that retain criminal penalties affecting journalistic activity,
time of the study. particularly Article 104.

Legislative initiatives relating to Discussions remain at an early stage but reflect growing recognition of
Artificial Intelligence and digital emerging technologies within public policymaking.

governance

Draft Personal Data Protection Law

C. National Strategies and Government Programmes
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Strategy / Programme Main Objective

National Digital Transformation Establishes the strategic framework for digital government, digital

Strategy (under development) public services, institutional coordination, and technological
modernization.

Digital Government and Modernization of public administration, e-government, institutional

Administrative Reform Initiatives reform, and digital service delivery.

(OMSAR)

Ministry of State for Technology and Strategic leadership on digital transformation, emerging technologies,

Artificial Intelligence initiatives and Al governance.

National Cybersecurity initiatives Strengthening cybersecurity governance, institutional resilience, and
protection of critical digital infrastructure.

D. Parliamentary and Institutional Policy Documents

The assessment also draws upon a range of parliamentary debates, committee discussions,
ministerial policy papers, and institutional reports relating to:

o Digital transformation;

e Administrative reform;

e Telecommunications;

e Media regulation;

e Personal data protection;
e Cybersecurity;

e Artificial intelligence;

o Digital public services.

E. Civil Society Policy Contributions

Lebanese civil society organizations have played an important role in shaping public debate on
digital governance and human rights. Particularly influential publications consulted during this
assessment include policy papers, legal analyses, advocacy campaigns, and legislative
recommendations produced by organizations such as:

e SMEX;

e Maharat Foundation;

e SKeyes Center for Media and Cultural Freedom;

e Legal Agenda;

e The Lebanese Democratic Women's Gathering (RDFL);
e Lebanese Center for Human Rights (CLDH).

Among these contributions, the recommendations submitted by the SKeyes Center for Media
and Cultural Freedom to Members of the Lebanese Parliament in March 2023 provided a valuable
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reference on issues relating to media law reform, digital rights, personal data protection, election
coverage in the digital era, e-government, and freedom of expression.

F. Purpose of this Annex

This annex is intended as a reference guide to the principal legal and policy instruments examined
throughout the assessment. It is not exhaustive and should be read alongside the bibliography,
which includes international standards, comparative references, academic literature, and reports
published by governmental institutions, international organizations, and civil society
organizations.
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ANNEX V
Glossary of Key Terms

This glossary explains the principal concepts used throughout this assessment. The definitions are
intended to provide a common understanding of digital transformation and its relationship to governance,
public administration, and human rights within the Lebanese context.

Accessibility

The design of digital technologies, services, and information so they can be used effectively by all
individuals, including persons with disabilities, older persons, and users with diverse needs.

Algorithm

A sequence of instructions or rules that enables a computer system to perform a task or make decisions
based on available data.

Artificial Intelligence (Al)

Computer systems capable of performing tasks that normally require human intelligence, including
learning, reasoning, pattern recognition, prediction, language processing, and decision support.

Cybersecurity

The policies, technologies, institutions, and practices designed to protect digital systems, networks,
devices, and information from unauthorized access, cyberattacks, disruption, or misuse.

Data Governance

The legal, institutional, and technical framework governing the collection, storage, sharing, use,
protection, quality, and management of data throughout its lifecycle.

Digital Divide

The gap between individuals, communities, or institutions that have effective access to digital
technologies and those that do not, owing to differences in connectivity, affordability, digital literacy,
accessibility, or socioeconomic conditions.

Digital Government

The use of digital technologies by public institutions to improve service delivery, administrative efficiency,
transparency, accountability, and citizen engagement.
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Digital Identity

A secure and verifiable digital representation of an individual or legal entity that enables trusted access
to digital services while protecting privacy and personal data.

Digital Inclusion

Policies and measures aimed at ensuring that all members of society can access, use, and benefit from
digital technologies regardless of income, gender, age, disability, geographic location, or educational
background.

Digital Literacy

The knowledge and skills required to access, understand, evaluate, create, communicate, and participate
safely and effectively in digital environments.

Digital Rights

The application of internationally recognized human rights in digital environments, including privacy,
freedom of expression, access to information, equality, participation, and protection from discrimination.

Digital Transformation

The comprehensive process through which governments, institutions, businesses, and society integrate
digital technologies into their operations, services, and decision-making in order to improve efficiency,
innovation, inclusion, and governance.

Digitalization

The conversion of information, records, or administrative processes from paper-based or analogue
formats into digital form. Digitalization represents one component of broader digital transformation.

Electronic Government (e-Government)
The provision of government information and public services through electronic and online platforms.
Freedom of Expression Online

The right to seek, receive, and impart information and ideas through digital technologies without unlawful
interference, subject only to restrictions permitted under international human rights law.

Human-Centred Digital Transformation

An approach that places individuals, communities, and fundamental rights at the centre of digital policies,
technological innovation, and public sector modernization.
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Interoperability

The ability of different digital systems, databases, applications, and institutions to exchange information
securely and use shared data efficiently through common technical standards.

Once-Only Principle

A public administration principle whereby citizens and businesses provide standard information to
government only once, allowing authorized public institutions to exchange verified information securely
rather than repeatedly requesting identical documents.

Open Government

A governance approach based on transparency, accountability, citizen participation, and public access to
information, increasingly supported through digital technologies.

Personal Data

Any information relating to an identified or identifiable natural person, whether held electronically or in
other forms.

Privacy

The right of individuals to control access to their personal information and to be protected against
unlawful or arbitrary interference in their private life, correspondence, communications, or personal data.

Public-Private Partnership (PPP)

A collaborative arrangement between government institutions and private-sector organizations to design,
finance, implement, or operate projects and services in pursuit of public objectives.

Responsible Artificial Intelligence

The design, development, deployment, and use of Al systems in ways that are lawful, transparent,
accountable, fair, secure, and respectful of human rights.

Rule of Law
The principle that all persons, institutions, and public authorities are accountable to publicly promulgated

laws that are applied equally, independently enforced, and consistent with international human rights
standards.
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Smart Government

A more advanced stage of digital government in which interoperable technologies, integrated data,
artificial intelligence, and evidence-based policymaking are used to improve governance and public
service delivery.

Stakeholder

Any individual, institution, organization, or group with an interest in or influence over digital
transformation policies, implementation, or outcomes.

Transparency

The obligation of public institutions to provide timely, accurate, and accessible information regarding their
decisions, policies, and activities, enabling effective public oversight and accountability.

Note

The definitions contained in this glossary are intended solely for the purposes of this assessment. They
are based on internationally recognized concepts used by the United Nations, the OECD, the International
Telecommunication Union (ITU), the Council of Europe, and other organizations working on digital
governance and human rights, while reflecting the specific institutional and legal context of Lebanon.
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ANNEX VI
Bibliography

A. Lebanese Legislation

Constitution of Lebanon.

Access to Information Law (Law No. 28/2017).

Electronic Transactions and Personal Data Law (Law No. 81/2018).

Telecommunications Law (Law No. 431/2002).

Other relevant legislation, decrees, and regulations governing telecommunications, public
administration, cybersecurity, elections, and digital services.

B. Government Policies and Official Documents

Ministry of State for Technology and Artificial Intelligence (MITAI). Policy statements, strategic
documents, and official publications.

Office of the Minister of State for Administrative Reform (OMSAR). Digital government strategies,
e-government initiatives, and public administration reform documents.

Ministry of Telecommunications. Official reports and policy papers.

Telecommunications Regulatory Authority (TRA). Regulatory decisions, consultation papers, and
annual reports.

Lebanon National Cyber Security Strategy Report

Central Administration of Statistics (CAS). Official statistical publications.

Parliamentary committee reports and legislative records relating to digital transformation, media
legislation, artificial intelligence, cybersecurity, and data protection.

C. International Conventions and Human Rights Instruments

Universal Declaration of Human Rights (1948).

International Covenant on Civil and Political Rights (ICCPR).

International Covenant on Economic, Social and Cultural Rights (ICESCR).

Convention on the Elimination of All Forms of Discrimination against Women (CEDAW).
Convention on the Rights of Persons with Disabilities (CRPD).

Convention on the Rights of the Child (CRC).

D. United Nations Publications
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United Nations Secretary-General. Roadmap for Digital Cooperation.

United Nations. Global Digital Compact.

Office of the United Nations High Commissioner for Human Rights (OHCHR). Reports and guidance
on human rights in the digital age.

United Nations Development Programme (UNDP). Publications on digital governance, public
sector innovation, and digital transformation.

UNESCO. Publications on digital transformation, freedom of expression, media development, and
artificial intelligence.



E. International Organizations

Organisation for Economic Co-operation and Development (OECD). Recommendation of the
Council on Digital Government Strategies.

OECD. Recommendation on Artificial Intelligence.

International Telecommunication Union (ITU). Publications on digital development, digital
inclusion, and cybersecurity.

World Bank. Reports on digital development, governance, and public sector modernization.
Council of Europe. Publications relating to data protection, artificial intelligence, cybersecurity,
and digital governance.

F. Academic Literature

Books, peer-reviewed journal articles, policy papers, and comparative studies addressing:

Digital transformation;
Digital government;

Digital governance;

Artificial intelligence governance;
Cybersecurity;

Personal data protection;
Privacy;

Freedom of expression;
Access to information;

Digital inclusion;

Democratic governance;
Public administration reform.

G. Lebanese Civil Society Publications

This assessment benefited from reports, policy papers, legal analyses, advocacy documents, and public
awareness materials produced by Lebanese civil society organizations working on digital governance,
media freedom, and human rights, including:

SMEX.

Maharat Foundation.

SKeyes Center for Media and Cultural Freedom.

Legal Agenda.

Lebanese Center for Human Rights (CLDH).

The Lebanese Democratic Women's Gathering (RDFL).
Transparency International — Lebanon.

Particular consideration was given to publications addressing:
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Digital rights;
Media law reform;
Personal data protection;



e Online freedom of expression;

e Cybersecurity;

e Artificial intelligence;

e Election campaigns and digital media;

e E-government and public sector digitalization.

H. Additional Sources
The assessment also draws upon:

e Official government websites;

e Parliamentary documents;

e Judicial and regulatory publications;

e Public consultation documents;

e International comparative studies;

e Expert interviews conducted for this assessment.

Citation Note

References throughout this report follow an institutional citation style appropriate for policy studies. Legal
instruments, official documents, international standards, academic literature, and stakeholder interviews
are cited where relevant to support the analysis. Online sources were consulted during the preparation
of this assessment and were accessible at the time of writing.
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